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Technical (Re) Evolution — Profiles and Generations
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Cyberspace - “A New Global Common...”
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Relative 1P utilization observed using ICMP Fing requests
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The dawn of the Cyber era
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“Do the Ends justify the Means” ?

THE RELUCTANT HEGEMON: A 14-PAGE SPECIAL REPORT ON GERMANY

Emerging markets in turmoil Veckory For Dot pum by
How bad is China's credit crisis? The R R, The sl

'I‘l‘le Shale shakes up Russia Economist The other mile-high club Efﬂ“ﬂmiit Eaperiviang Wl ot i

Chris Christie, Republican heavyweight o B [ By B bm

ECQnomi St A tech revolution in schools, at last F—— 9 Death of a storm chaser Thar ks it Bl i

Why we need more property taxes

o
T gt Jus 414 L 0f mice and Manet cyberwar

The threat from the internet

Tunisia, Egipto, Argélia,
Irdo, Jordania, Iémen, Libia,
Mauritania, Arabia Saudita
e Siria...

Lisboa, 28Nov14 Lt Col Paulo Nunes



http://3.bp.blogspot.com/-OPan0sgGelc/UdG-SwsXHrI/AAAAAAAAWZY/tyYC703S4a0/s640/Edward+Snowden+applies+for+political+asylum+in+Russia.jpg
http://pt.wikipedia.org/wiki/Ficheiro:Caravane_de_la_lib%C3%A9ration_4.jpg
http://www.facebook.com/

The “Obama Effect” - Schedule of Events

2007 — “Defensive mindset in cyberspace”
2009 — Stuxnet Deployed

2010 — US CYBERCOM Operational

2011 — US Cyber Strategy

2012 — US Air Force: Cyber Operations
at local Commander’s discretion

2013 — US Preemptive Cyber Strategy

Source:Ralph Langner, Lagner Communications GmbH; 28Sep12
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Operational Costs vs Reach

Source:Ralph Langner, Lagner Communications GmbH; 28Sep12
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National Critical Infrastructures

threshold
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Information Warfare: A Paradigm Shift
To wage non kinetic conflicts




Military Innovation
Concept Development and Experimentation

y

Source: Dennis Popiela; Delivering Innovation ; Joint Concept Development and Experimentation MITRE Corp.

Lisboa, 28Nov14 Lt Col Paulo Nunes 10



Cyberspace: 4+1 Dilemma ...
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Cyber War Impact

Conventional
War

Cyber War Military Physical Economic Political Social

Government
Institution / Nation

“Os verdadeiros alvos sdo a mente dos Decisores e Comandantes, ndo 0S seus

Exeércitos ou as infraestruturas impenetraveis que os protegem”
(autor desconhecido)
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Cyber Impact
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National Critical Infrastructures :

Interdependency Model

STRUCTURAL
Dependenc : :
P y Electric Grid
FUNCTIONAL —
Dependency Telecommunications
— Networks
I | I
Transportation Financial System Other Critical
Systems (ex: Banks, Bourse, Infrastructures
(ex: Air Traffic Control , ATMs, etc.) (ex: Government, Health,
Railways, Metro, etc.) Water Supply, etc.)
Defense Homeland Security
(ex: C3l Systems. , Radar, (ex: Fire Brigade, 112, Police,

Missiles, etc.) Security Forces., etc.)

Source: Adapted Gen Pinto Ramalho (2003); Eng. Sousa Cardoso (2003).




2007

Breakdown of
critical information
infrastructure

Chronic disease
in developed
countries

2008

Asset price collapse

Middle East
instability

Global Risks (2007-2014)

Top 5 Global Risks in Terms of Likelihood

2009

Asset price collapse

Slowing Chinese
economy (<6%)

Asset price collapse

Slowing Chinese
economy (<6%)

2011

Storms and
cyclones

2012

Severe income
disparity

Chronic fiscal
imbalances

Severa income
disparity

Chronic fiscal
imbalances

Income disparity

Extreme weather
events

Qil price shock

China economic
hard landing

Failed and failing
states

Chronic disease

Chronic disease

Rising greenhouse
gas emissions

Rising greenhouse
gas emissions

Unemployment
and
underemployment

Asset price collapse

Oil and gas price
spike

Chronic disease,
developed world

Retrenchment
from globalization
)

Fonte: WEF, Global Risks Report 2014
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Fiscal crises

Global governance
gaps

Biodiversity loss

Climate change

Lt Col Paulo Nunes

Cyber attacks

Water supply crises

Water supply crises

Mismanagement
of population
ageing

Climate change

Cyber attacks




Source: WEF, Global Risks Report 2014

Global Risks 2014 — Interconnections Map
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Threat Spectrum - Future

Low Probability Alto
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Soclal Risk : What can we do about it?

CYBER SECURITY
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CYBER SECURITY and CYBER DEFENSE:

Protection and Defense of NI
Relevant Questions
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Cyber Security vs Cyber Defense

GLOBAL CYBER SECURITY

" PT CYBER SECURITY

CYBER DEFENSE
(Computer Network Dperations - CNO)

National Defense and Security Missions

- : /

\\\ National Cyberspace j
Global (Common) Cyberspay
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Cyber Security and Cyber Defense:
“*One house, several pillars”

CYBER SECURITY

o National Council :
Crisis Policy and

Management Strategic Orientation

T 11 | romn |
CYBER SECURITY

INTELLIGENCE AGE

=8 LAW ENFORCEMEN!

CYBER TERRORISM
CYBER WARFARE

CYBER ESPIONAGE

CYBER CRIME
HACKTIVISMO

NATIONAL CERTS NETWORK (Civil and Military)
NATIONAL AND INTERNACIONAL COOPERATION (Civil and Military)
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“In ourinterconnected world,

we will either succeedcollectively
or fail individually.”

Angers Fogh Rasmussen. NATO Secretary General




National
Cyber Security Strategy

(from vision to action)
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Strategic Approach: From Vision to Action

C National Interests )

/ Principles and Strategic Goals

Promote and Reinforce
National Strategic

( Aim ) (Objectives) ( Measures ) Potential

(Level of Ambition)
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R 1

(Objectives) ( Measures )
= Analyse Information environment and anticipate attacks;
» Detect and block attacks, alert and support potential victims;
Information SECIIS UEE Enhance R&D t te National technological independence;
of Cyberspace nhance o promote National technological independence;
Assurance « Adapt Legal framework and fight Cybercrime;

» Secure and efficient use
of Cyberspace;

=Protection and Defense
of National Critical
Information Infrastructure

= Information Security and
Cyber Defense

(Generate and Protect Value)

* Develop international cooperation initiatives

« Communicate, raise awareness and inform citizens

Reinforce
Cyber Security of
National Critical
Infraestruturas

(Reduce Social Risk)

* Reinforce Governmental Networks ICT Security;

 Reinforce Government and Critical Infrastructures IS Security
(Resilience and Survival);

Defend National Interests
and Freedom of Action
in Cyberspace

(Reaffirm National Identity
and Defend National
Sovereignty)

* “Knowledge and Information Society” initiatives;

 Protect and Defend National E-Gov;

 National Cyber Security and Cyber Defense Structures;

» National Synergies and International Cooperation

Lisboa, 28Nov14
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Cyber Defence Political Guidance : From Vision to Action

Conceito Estratégico

The Strategic Vector e ;c National Defence
"Information and

e e Strategic Concept
Cyberspace Security CONCEITO ESTRATEGICO

DE DEFESA NACIONAL
(Objectives and Lines of Action) 2013
(RCM N° 19/2013, 05Abr13)

“Defence 2020

Reform
Despacho MDN,
N° 7527 —A/2013

(31Mai13)

-+ GOVERNO DE MINISTERIO DA DEFESA NACIONAL
E@ PORTUGAL

Despacho MDN,
N° 13692/2013,
(110ut13)

W e CiVIC]

(Principles, Objectives and Guidelines)
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Conclusions

Cyberspace is not limited: individual/collective; public/private;
civil / military or national / international (Networked Society);

® Cyberspace is the 5t Operational Domain of modern warfare,
influencing all the physical domains (land, sea, air and space)

&® Cyberspace is a priority strategic domain where national
values and interests must be defended (non negotiable);

@ Building a digital future requires a National Cyber Security
Strategy

&® Legal Framework, doctrine, governance/organization
and means to implement a National Cyber Security Strategy

® Clarify Cyber Security vs. Cyber Defense concepts

@ National Cyber Security and Cyber Defense are mandatory
for Information Age Societies — NATO and EU Directives
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How should the Future be build ?
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Questions?

Thank You!



10 UIC World § Security Events Impacting the Rail System
gty Congress = (at the Operations, Economic an reputation levels)

Lisbon 2014 .
Lisboa, 28 Novemberl4

Cyber Defence Response
— A Strategic Challenge —

Lt Col Paulo Viegas Nunes
nunes.pfv@mail.exercito.pt




	Número do slide 1
	Número do slide 2
	Número do slide 3
	Número do slide 4
	Número do slide 5
	“Do the Ends justify the Means” ?
	Número do slide 7
	Operational Costs vs Reach
	Information Warfare: A Paradigm Shift
	Military Innovation�Concept  Development and Experimentation
	Cyberspace: 4+1 Dilemma … 
	Cyber War Impact
	Número do slide 13
	Número do slide 14
	Global Risks (2007-2014)
	Global Risks 2014 – Interconnections Map
	Threat Spectrum  – Future
	Número do slide 18
	Social Risk : What can we do about it?
	Número do slide 20
	Número do slide 21
	Número do slide 22
	Número do slide 23
	Número do slide 24
	Strategic Approach: From Vision to Action
	National Cyber Security Strategy:�Aim, Objectives and Measures
	Cyber Defence Political Guidance : From Vision to Action
	Conclusions
	How should the Future be build ?
	Número do slide 34
	Número do slide 35

