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Adaptado de: 

Technical (Re) Evolution – Profiles and Generations 
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“Do the Ends justify the Means” ? 

Tunísia, Egipto, Argélia, 
Irão, Jordânia, Iémen, Líbia, 
Mauritânia, Arábia Saudita 
e Síria…  

http://3.bp.blogspot.com/-OPan0sgGelc/UdG-SwsXHrI/AAAAAAAAWZY/tyYC703S4a0/s640/Edward+Snowden+applies+for+political+asylum+in+Russia.jpg
http://pt.wikipedia.org/wiki/Ficheiro:Caravane_de_la_lib%C3%A9ration_4.jpg
http://www.facebook.com/
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2007 – “Defensive mindset in cyberspace” 

2009 – Stuxnet Deployed 

2010 – US CYBERCOM Operational 

2011 – US Cyber Strategy 
 

2012 – US Air Force: Cyber Operations  
            at local Commander’s discretion 
 

2013 – US Preemptive Cyber Strategy 

The “Obama Effect” - Schedule of Events 
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Operational Costs vs Reach 

$90B Nuclear Sub Fleet 

$40B Stealth Fighter Fleet 

$10B Euro Fighter Fleet, Leopard II Group 

$1B Cyber weapons Program, MIL Targets 

Cyber weapons Program, CI Targets $100M 

Singular cyber attack against  
National Critical Infrastructures $5M non-state actors 

threshold  

S
ou

rc
e:

R
al

ph
 L

an
gn

er
, L

ag
ne

r C
om

m
un

ic
at

io
ns

 G
m

bH
; 2

8S
ep

12
  

https://www.google.pt/imgres?imgurl=http%3A%2F%2Fwww.fas.org%2Fman%2Fdod-101%2Fsys%2Fac%2Ff-117_02-front.jpg&imgrefurl=http%3A%2F%2Fwww.fas.org%2Fman%2Fdod-101%2Fsys%2Fac%2Ff-117.htm&docid=_FpAfzp13gZZVM&tbnid=J8crg3BZitT3yM&w=541&h=445&ei=_CZwU5bbIeOV0QWdl4CgDg&ved=0CAMQxiAwAQ&iact=c
https://www.google.pt/imgres?imgurl=http%3A%2F%2Fp1.pichost.me%2Fi%2F41%2F1646423.jpg&imgrefurl=http%3A%2F%2Fpichost.me%2F1646423%2F&docid=99N2aU2gCIjFkM&tbnid=8LXqRJvMn4YfuM%3A&w=1920&h=1080&ei=_ydwU62aLKPG0QWIyYGADA&ved=0CAIQxiAwAA&iact=c


Information Warfare: A Paradigm Shift 
To wage non kinetic conflicts  
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Military Innovation 
Concept  Development and Experimentation 

Source: Dennis Popiela; Delivering Innovation ; Joint Concept Development and Experimentation MITRE Corp. 
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Cyberspace: 4+1 Dilemma …  
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Cyber War Impact 

Military Physical Economic Political Social 

 
Conventional 

War 

Cyber War 
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“Os verdadeiros alvos são a mente dos Decisores e Comandantes, não os seus 
Exércitos ou as infraestruturas impenetráveis que os protegem”  

(autor desconhecido) 
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National Critical Infrastructures : 
Interdependency Model 

Transportation 
Systems 

 

(ex: Air Traffic Control ,  
Railways, Metro, etc.) 

Financial System  
 

(ex: Banks, Bourse,  
ATMs,  etc.) 

 

Defense 
 

(ex: C3I Systems. , Radar, 
Missiles,  etc.) 

 

Homeland Security 
 

(ex: Fire Brigade, 112,  Police, 
Security Forces., etc.) 

 

Other Critical 
Infrastructures  

 

(ex: Government, Health,   
Water Supply, etc.) 

Telecommunications  
Networks  

Electric Grid 

Source: Adapted Gen Pinto Ramalho (2003); Eng. Sousa Cardoso (2003). 

STRUCTURAL 
Dependency 

FUNCTIONAL 
Dependency 



Lt Col Paulo Nunes  Lisboa, 28Nov14 15 

Global Risks (2007-2014) 

Fonte: WEF, Global Risks  Report 2014 
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Global Risks 2014 – Interconnections Map 
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Threat Spectrum  – Future 

2015 

2020 

Probability Low Alto 

Im
pa

ct
 

High 

Espionage 
Crime Piracy 

2011 
Terrorism 

States 
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Social Risk : What can we do about it? 

http://en.wiktionary.org/wiki/File:Stop_sign_MUTCD.svg
http://pt.wikipedia.org/wiki/Ficheiro:Star_of_life2.svg
http://pt.wikipedia.org/wiki/Ficheiro:Castelo_de_Guimar%C3%A3es.JPG
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Protection and Defense of NII 
Relevant Questions 
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GLOBAL CYBER SECURITY 

PT CYBER SECURITY 

CYBER DEFENSE 
(Computer Network Operations - CNO) 

Global (Common) Cyberspace 

National Cyberspace 

National Defense and Security Missions 

Cyber Security vs Cyber Defense 

21 
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Cyber Security and Cyber Defense:  
“One house, several pillars” 

NATIONAL CERTS NETWORK (Civil and Military) 
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NATIONAL AND INTERNACIONAL COOPERATION (Civil and Military) 

Missão Objectivos 
Policy and  

Strategic Orientation 
Crisis 

Management 
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(from  vision to action) 
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Strategic Approach: From Vision to Action 

National Interests 

Aim Objectives Measures 

Promote and Reinforce  
National Strategic 

Potential 

Principles and Strategic Goals 

(Level of  Ambition) 
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National Cyber Security Strategy: 
Aim, Objectives and Measures 

 
 
 

Information 
Assurance 

 

  Secure and efficient use 
of Cyberspace; 

Protection and Defense 
of National Critical 
Information Infrastructure 

  Information Security and 
Cyber Defense 
 
 

 

Secure use  
of Cyberspace 

  

(Generate and Protect Value) 

Analyse Information environment and anticipate attacks; 

• Detect and block attacks, alert and support potential victims; 

• Enhance R&D to promote National technological independence; 

• Adapt Legal framework and fight Cybercrime; 

• Develop international cooperation initiatives 

• Communicate, raise awareness and inform citizens  

Reinforce 
Cyber Security of 
National Critical 
Infraestruturas 

(Reduce Social Risk) 

• Reinforce Governmental Networks ICT Security; 

• Reinforce Government and Critical Infrastructures IS Security 
(Resilience and Survival); 

Defend National Interests 
and Freedom of Action  

in Cyberspace  
(Reaffirm National Identity 

and Defend  National 
Sovereignty) 

• “Knowledge and Information Society” initiatives; 

• Protect and Defend National E-Gov; 

• National Cyber Security and Cyber Defense Structures; 

• National Synergies and International Cooperation 

Objectives Aim Measures 
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Cyber Defence Political Guidance : From Vision to Action 

“Defence 2020” 
 Reform  

Despacho MDN, 
 Nº 7527 –A/2013  

 (31Mai13)  

National Defence 
Strategic Concept 

2013 
(RCM Nº 19/2013, 05Abr13) 

The Strategic Vector 
”Information and 

Cyberspace Security” 
(Objectives and Lines of Action) 

 
Despacho MDN,  
Nº 13692/2013,  

(11Out13) 

(Principles, Objectives and Guidelines) 

http://www.google.pt/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=q3r2bRN4HAxTYM&tbnid=yRxbT1D8APrDVM:&ved=0CAUQjRw&url=http%3A%2F%2Fwww.idn.gov.pt%2F&ei=jsuMUsHyK_Ka1AWU0YHADQ&bvm=bv.56643336,d.ZGU&psig=AFQjCNEkBEFs3OB1AKD1rEruGM-YTrGTpA&ust=1385044987304102
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Conclusions 

Cyberspace is not limited: individual/collective; public/private; 
civil / military or national / international (Networked Society); 

Cyberspace is the 5th Operational Domain of modern warfare, 
influencing all the physical domains (land, sea, air and space) 

Cyberspace is a priority strategic domain where national 
values and interests must be defended (non negotiable); 

Building a digital future requires a National Cyber Security 
Strategy 

Legal Framework, doctrine, governance/organization  
and means to implement a National Cyber Security Strategy 

Clarify Cyber Security vs. Cyber Defense concepts 

National Cyber Security and Cyber Defense are mandatory  
for Information Age Societies – NATO and EU Directives 
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How should the Future be build ? 

33 
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Questions? 

 

Thank You! 
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