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With its nine business units DB is active in all segments of
the transport market

DB| SCHENKER

Passenger Transport: Transportation and Logistics: Infrastructure:

Domestic and European-wide mobility Intelligent logistics services via land, Efficient and future-oriented rail

services air and the sea infrastructure in Germany

m DB Bahn Long Distance m DB Schenker Rail m DB Netze Track
Long-distance rail pass. transport! European rail freight transport Rail network

m DB Bahn Regio m DB Schenker Logistics m DB Netze Stations
Regional/urban pass. transport (GER) Global logistics services Traffic stations

m DB Arriva m DB Netze Energy
Regional/urban pass. transport (EU)? Traction current

DB Services?
Integrated range of services

1 Within Germany as well as cross border traffic; 2 In UK with Arriva-affiliate ‘CrossCountry’ also long-distance passenger transport;
3 Business unit is assigned to the Infrastructure and Services division
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Passenger Transport

DB is the second biggest provider in the entire European
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passenger transport market

—

m 2.7

billion passengers per year
in trains and buses

= 25,000

passenger trains per day

m 260

trains are included in ICE
fleet of DB

= 9
neighboring countries can
be reached directly via DB

DBJ BAHN

DB Bahn Long Distance DB Bahn Regional

DB Bahn Sales?

Figures on the left side are rounded and exclude Arriva; 1 DB Bahn Sales is a service center within the passenger transport division
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DB is the second biggest worldwide provider of transport
and logistics services

—

DB| SCHENKER

m 2,000 DB Schenker Rail

locations in over 140
countries

= 5000
freight trains with more than
1 million tonnes per day
through Germany/Europe

= 99
million shipments sent per
year via European land
transport

m/
million square meters of
storage space around the
world

As of December 31, 2014; Figures are rounded
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DB operates the biggest rail network in the heart of Europe

—

DB| NETZE

m 5700 DB Netze Track DB Netze Stations

train stations serve as
railway gateways in
Germany

= 33,300

km long rail network — three
times as long as the
German Autobahn network

m 25,000

bridges of DB make its way DB Netze Energy
through rivers and valleys

m 5th

largest provider of energy in
Germany — annual volume
of available energy equal to
energy consumed by Berlin
metropolitan area

As of December 31, 2014; Figures are rounded; 1 DB Netze Projects is a service center within the infrastructure division
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Mobility
Cybercrime Logienes.

—

The U.S. Department of Justice

Any illegal activity that uses a expands the definition of
computer as its primary means of cybercrime to include any illegal
commission. activity that uses a computer for

the storage of evidence.
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Mobility
Cybercrime — Importance for the DB Group Logienes.

—




Mobility
Cybercrime — Online-Fraud (externally) Logiencs

—

= The website ,bahnheld.com” was offering tickets illegally. The tickets had been
fraudulently acquired

_ Warnung vor Ticketkaufen auf der Internetseite ,,bahnheld.com®

Warning on DB website
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DDos-Attack oS

—

» Famos crime scene: Ddos-Attack on German parliament network

SPIEGEL ONLINE
15. Mai 2015, 15:28 Uhr

Sicherheitsalarm im Parlament

Cyberangriff auf den Bundestag

Von Maik Baumgdértner, Sven Robel und 16rg Schindler

Der Bundestag ist nach SPIEGEL-ONLINE-Informationen Ziel eines Cyberangriffs geworden. Unbekannte haben versucht, ins interne
Datennetz des Parlaments einzudringen.

Bislang unbekannte Tater haben nach Informationen von SPIEGEL ONLINE das interne Datennetz des Deutschen Bundestags attackiert. Wie
Bundestagssprecher Ernst Hebeker am Freitag auf Anfrage bestétigte, seien "die IT-Systeme des Bundestags" Ziel eines elektronischen Angriffs
geworden. Hebeker zufolge arbeiteten Experten der Bundestagsverwaltung und des Bundesamts fir Sicherheit in der Informationstechnik (BSI)
derzeit an der Analyse und Behebung des Problems.

Nach SPIEGEL-ONLINE-Informationen war IT-Spezialisten des Parlaments bereits vor mehreren Tagen aufgefallen, dass Unbekannte versuchten, ins

R = e

Inwiefern auch Datenspeicher mit hochsensiblen Informationen - etwa von Regierungsmitgliedern - von dem Angriff betroffen sind, war zundchst
unklar. Bereits am Freitagvormittag hatten die IT-Abteilungen mehrerer Bundestagsfraktionen ihre Abgeordneten und Mitarbeiter tber den
"Sicherheitsvorfall” im Datennetz des Parlaments in Kenntnis gesetzt. Sicherheitshalber seien Teile des Bundestagssystems zeitweise
heruntergefahren worden. Darunter fallen offenbar auch Laufwerke des Parlamentarischen Untersuchungsausschusses zur Aufkldarung der BND/NSA
-Spionageaffare.

Nach Informationen von SPIEGEL ONLINE wird der Vorfall von Spezialisten als schwerwiegend bezeichnet, auch Mitarbeiter des BSI seien vor Ort.
Uber die Urheber des Cyberangriffs lagen zundchst keine Erkenntnisse vor.

URL:

http://www.spiegel.de/netzwelt/netzpolitik/cyber-angriff-auf-den-deutschen-bundestag-a-1033984.html
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—

/\,\ Faked Email-adress

Van Kaha Ehenng <katia ebening.de !

An “Klaus Kemmea@dautschabahn, us kemmea@dautachs LOm>
Diatum 09.05.2014 1118

Betreff Bitte um Ihre Unterlagennformation

Hallo Herr Kemme,

im Auftrag von Frau D|

Hintergrund ist folgender: Nach dem Upgrade der Konzern HR-Systeme haben wir festgestellt, dass manche Mitarbeiterdaten in der Datenbank inkensistent sind. Wir sind nicht sicher,
ob [hre bisherige Daten noch aktuell sind. Daher méchte ich Sie bitten, Ihre aktuelle Informationen bis 2um ndchsten Mentag, den 12ten mir 2ukommen zu lassen. leh werde dies dann an
die entsprechende Stelle leiten, damit lhre Daten rechtzeitig Gberpriift und aktualisiert werden:

I, Leiterin Entgeltabrechnung & HR-Services, bin ich dabei, relevante Daten unserer Mitarbeiter/innen nach zu priifen.

-Fotokopie lhres Personalausweises oder Reisepasses
«lhr Aktuelles Gehaltskonto w.a. Bankverbindung

Asking for ID-copy/bank account details

Vielen Dank und viele Grisse!

Katja Ebering
HR C&B and Services
HR Hauptverwaltung Berlin

Deutsche Bahn AG
Potsdamer Platz 2, 10785 Berlin

Mabil: 0160 90114025
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‘ Sensitization concerning
" Grammar-misstakes
" Personal form of addressing is missing (,Dear User®)

" Request for personal data (PIN, TAN, ...)

" Reguest to follow a link
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Social Engineering — Definition Logistics

—
s

Social engineering Is the art of
manipulating people so they give up
confidential information.
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Social Engineering — Examples Logitics

—

o vt

Corporate Security Alert June, 24th 2014

= The Israeli fraudsters impersonate a trusted partner of the company. They contact
employees (useful to achieve their imposture) to gather any kind of information.

= The contact may be established by phone calls (imitating the voice) or emails
(imitating the email address).

» Using all gathered information the fraudster impersonates a group executive (e.g.
CEO, CFO) and contacts a specific employee to set up a urgent, but secret
transaction.

= The requested money shall be transfered to foreign accounts in China oder other
(European) countries; finally the money will be tranfered to Israel.
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—

= A unknown person impersonating a DB Group employee tries to gather invoice
documents from the construction company Max Bogl. Therefore the fraudster

contacts a Max Bogl employee telling him about a supposed data crash at DB

Group and a loss of all open invoice documents. The fraudster appoints a fax
number.

= DB Group employees got an E-Mail from a supposed HR-employee. They were
asked about their bank account information and a copy of their ID-documents.
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—

Information Gathering
Development of Relationship

Exploitation of Relationship

Execution to Achieve the Objective
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—

The fraudster will use a combination of the following elements:
= Use of authority:
“It is an order to do this”
= Secrecy:
“This project is still secret and its success
depends on this transaction”
= Valorization:
“I count on you for your efficiency and discretion”
= Pressure:

“The success of the project rests on your
shoulders”
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Social Engineering — Prevention
,Don’t become a victim*
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= Slow down. Spammers want you to
act first and think later. If the
message conveys a sense of
urgency, or uses high-pressure sales
tactics be skeptical; never let their
urgency influence your careful
review.

» Research the facts. Be suspicious
of any unsolicited messages. If the
email looks like it is from a company
you use, do your own research. Use
a search engine to go to the real
company’s site, or a phone directory
to find their phone number.
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Social Engineering — Prevention
,Don’t become a victim*
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= Delete any request for financial
Information or passwords. If you
get asked to reply to a message with
personal information, it's a scam.

= Beware of any download. If you
don’t know the sender personally
AND expect a file from them,
downloading anything is a mistake

= Be aware. No transaction is too
secret that nobody is talking about it
(4-eyes-principle.
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Social media

es ¥ g |Web dlice-Katalog ¥ £ | dicherheitsabfrage g | Web lice-Katalog ¥

?T-Ir'::dr:fthe communication with the Global Key Client managers to ansure our participation in all Gerriedeen e S . B ewar e Of p u b I i S h i n g
Internal data/information

the tenders.

Trade Manager m®

Maersk Line . Connect with
enero de 2012 — febrero de 2015 (3 afios 2 meses)
co-workers

Learn more about
who they are.
General Manager Y
DB Schenker [DB) ScHENKER
septiembre de 2010 — enera de 2012 (1 afio 5 meses)

Key Functions: Add your position
+ Manage the Guatemala Branch Office.

= Take control over the last audit findings and make sure we comply with all the corrective actions.

« Coordinate and suggest possible changes to the IT programs in order to integrate the company to
the World wide Schenker Network.

+ Supervise and analyze the work of the managers in order to measure their productivity and follow
up on their KPIS’s in the menthly follow up meetings

= Visit customers in order to have a real scope of the market situation and support the sales

process

+ Supervise and execute the budget and support the P&L information

+ Implement the necessary changes in all departments in order to drive the company to its success.
+ Analyze the operations in order to make sure they are aligned with the market needs and that we
can be competitive in times and products.

+ Work with the managers to implement control systems and measurements so that we can evaluate
our staff.

=+ Analyze the investment opportunities for the growth of the company in the country.

+ Report our financial situation to the regional office.

= Create and strengthen our relationship with the Key account managers in order to make sure we
are included in all the bids

« Increase our sales by 15%.

= Create the business plan for 2011 which includes sales targets, gross and net revenue, analysis of
the fixed and variable costs, volumes in our different services (airfreight, ocean freight and inland
transportation) as well as the relationship with our service providers.

Open linked-in-profile former Schenker-employee
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Defense of cyber attacks

—
Actual Activities:

Cloud-Policy
Implementation of IT-Security-Law

Cyber Defense measures
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Thank you for your attention
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