




Drone security issues in the news



• Research shows that DJI drones collects more data than is 

needed for a flight, such as:

-SIM card serial number

-Information about devices in the same WiFi network

-Phone screen brightness

• The US Federal Communications Commission claims that DJI 

collects sensitive data and therefore poses a "national

security risk".

• Government organizations must take drastic precautions. 

Such as own operating software and own servers for data 

storage.
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DJI Security Audit by AirHub
DJI Cloud

• The DJI cloud is a highly vulnerable product, where flight data 

and media are stored on Chinese servers. This service turned

out to be relatively easy to access for malicious parties when in 

2018 the IT security company Check Point was able to watch live 

flights as a result of a data breach.

• The DJI cloud leak is currently still unresolved, according to the

multitude of platforms that offer DJI Import functions. Storing 

DJI credentials for this by third parties can lead to further

security risks.



DJI Security Audit by AirHub
DJI Apps

• AirHub has analyzed the requests sent from the following DJI apps: DJI GO4, 

DJI Fly, DJI Pilot.

• This showed that these apps send a multitude of requests to all kinds of 

different servers and websites. It is striking that this traffic differs per app in 

both amount and destination.

• Without logging in, functions are limited or an app can even become

completely unusable. By logging in, DJI can link all kinds of data to its users.
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Data traffic - DJI GO4
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DJI Apps – Requests
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DJI Apps - LDM

• The Local Data Mode can be enabled from within the DJI Apps 

under the heading Privacy. LDM eliminates requests deemed

unnecessary by DJI.

• When using LDM, DJI also determines when and especially what

data is sent and where to. However, the number of requests

from the apps is a lot lower. This does differ per app, which

means that LDM is not a uniform product.

• The following functionalities are disabled when turning on LDM: 

Video streaming (YouTube, Facebook & RTMP) Unlock

geofences (DJI verified)
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Data traffic - DJI Fly with LDM



AirHub solution

DJI Smart Controller

iOS & Android
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Streaming - DJI SDK with LDM and AirHub VPN



Thank you for your attention


